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PABOYASA MPOrPAMMA YYEBEHON OUCLUMNNUHDI
B1.B.A1B.03.02 KpunTtorpacuyeckme npoToKosnbl U cTaHAAPTbI

1. Koa n HaumeHoBaHue HanpaBneHua noarotoBku/cneuuansHocTu: 10.05.04
NHopmMaLUmMOHHO-aHaNnUTU4Yeckme cuctemol 6€3onacHoOCTU

2. Mpodnnb nogroToBkK/cneymanmsauus:

UHdopmaumoHHasa 6e3onacHOCTb PUHAHCOBbIX U IKOHOMUYECKUX CTPYKTYP
ABTOMaTM3aumna MHPOPMaLMOHHO-aHANTUTUYECKOWN AeATEeNbHOCTHU

3. KBanudumkaumsa BbINyCKHUKA: crieynanunuct no 3awmte nHpopmauymm

4. dopma ob6y4eHus: oyHas

5. Kachenpa, oTBevarLan 3a peanmsaumio AUCLUUMIUHBLI: Kadeapa MmaTemMaTn4ecKoro
aHanmsa

6. CoctaButenu nporpammsbl: LLlabpos Cepren AnekcaHapoBud, JOKTOP OU3UKO-
MaTeMaTUYeCKNX HayK, OLEHT

7. PekomeHgoBaHa: Hay4yHo-meToandeckum CoBeTOM MaremaTudeckoro dakynosteTa,
npoTokos ot 18.03.2025 Ne0500-03

8. YuebBHbIn roa: 2029-2030 CemecTp(bi): 10



9. Uenu n 3apgaum y4e6HON AUCLMNIIUHDI

[lenp M3ydeHUs NUCUUIUIMHBI W3Y4CHHE NPUHLUIIOB MOCTPOCHHS M AJITOPUTMOB IIPOTOKOJIOB,
o0ecreunBaIX KOHPHICHIIMAILHOCTD, EIIOCTHOCTh M ayTEHTHYHOCTh HH(POPMALIUH.

3agaun U3ydyeHusl JUCLUIIIMHBLI: O0YYUTh CTYJEHTOB IPUHIMIIAM Pa0OThl OCHOBHBIX IIPOTOKOJIOB;
NPUBUTH CTYIEHTAM HAaBBIKH pEaTH3allMU KPHUNTOrpaduyecKux MPOTOKOJIOB C HCIMONb30BaHHeM OBM;
JaTh CTYAEHTaM IIpeJICTaBlIeHHe 00 aHAJIN3€ CTOMKOCTH MPOTOKOJIOB K aTaKaM.

10. MecTo yyebHOM AncUMNUHBLI B cTpyKType OOI:

OucumnnuHa «Kpuntorpaduyeckne npoToOKONbl M CTaHAAPTbI» OTHOCUTCHA K OUCUMMAMHE MO
Bbl6opy. B yyebGHOM nnaHe npeaycMOTpeHbl Buabl y4ebHOM aeaTenbHoOCTU, obecneymBatoime
CMHTE3 TeopeTUYecKUx IeKkuun, camocToaTenbHon paboTel M nabopaTopHbiX paboT,
OPUEHTUPOBAHHbLIX HAa OCBOEHME CTyJeHTaMW COBPEMEHHbIX MeTOOONIOrMn MNPOEKTUPOBAHWS,
pa3paboTkM 1 COMPOBOXAEHUA MHAOPMALMOHHO-aHANUTUYECKUX CUCTEM, a TakKe METOLOB U
CcnocoboB MX NPUMEHEHNSA B NpodeccuoHanbHon aesaTtenbHocTu. Kypc TeCHO B3aMMOCBS3aH C
APYrMMU QUCUUNNIMHAMM aHHOMO LuKna.

11. MnaHupyemMble pe3ynbTaTbl 00y4YeHUsi MO AucuunnuHe/mMoaynio (3HaHUA, yMeHwus,
HaBbIKW), COOTHECEHHbIe C NNIaHUPYeMbIMU pe3ynbTaTaMuM OCBOEHUsi 06pa3oBaTenibHOMN
nporpaMmmbl (KOMNeTEeHLUMSAMU) U UHAUKATOPaMU UX OOCTUKEHUA:

Kon HaseaHwne Kopa(bl) WugukaTop(bl) MnaHnpyemble pesynbTaTbl 00y4eHUus
KOMNeTeHuun
nK-2 CnocobeH MK-2.1 CnocobeH 3HaTb: TUNOBbLIE KpUNTOrpaduyecKkMe NPOTOKOMbI
OpraHn3oBbIBaTb aHanusmpoBaTb W OCHOBHble TpeboBaHWs K HWM; MeToAbl
paboTbl No BesonacHocTb ayTeHTMdmKauum n NOATBEPXKAEHUS
BbINONHEHUIO B WHopmaunm ¢ MOAMMHHOCTM CcOoOBLEeHN u nonb3oBaTenewn;
WHpOPMaLIMOHHO- NOMOLLIbIO Ccnocobbl MOCTPOEHUS XeL-PyHKLMIA N OCHOBHbIE
aHanUTUYeCKnx dopmanbHbIx TpeboBaHMA K  HUM;  OCHOBHble  TWMbI
cucremax mogeneu SMNEeKTPOHHOW noanuck; 6a3oBble NPOTOKONbI
TpeboBaHui NPOBEPKN MOAMMHHOCTM M OOMeHa Knoyamu;
3aWmThI NPOTOKONbl Pa3ferieHNsi CekpeTa; OCHOBHbIE
UHdopmaLmm NOAXOAbl K KOHCTPYMPOBAHMIO CUCTEM 3alUMUThbl
OrpaHM4YEeHHOro WHopmaunm c MCMnonb30BaHNEM
goctyna Kpuntorpacpmyeckmx MpPOTOKOSIOB  PasfMyHON
HanpaBneHHOCTY;

YMeTb: hopMynmpoBaTth 3agady no oueHUBaHUIO
6e3onacHoCcTy KpunTorpagmyeckoro NpoTokona

MPUMEHUTENbHO K  KOHKPETHbIM  YCMOBUAM;
MCMOMb30BaTb CXEMbl pas3ferneHus CekpeTa;
NpoeKTUpoBaThb 7 BHeOpsTb CXeMmbl
ayTeHTUdMKaLm Ha ocHoBe TUMOBBIX
CTaHOapTU3NPOBaHHbIX MEXaHN3MOB;
OCYLLECTBMATb pacnpegeneHue
ayTeHTUDULMPOBaHHbIX Kpuntorpadunyeckmx

KIMtoYewn B KOPNopaTUBHBIX CETSX;

BnageTb: kpuntorpadu4eckon TEPMUHOSOIMEN;
NpoCTENLLNMMN nogxogamu K aHanmay
6e3onacHOCTU KpunTorpadmnyeckmux NpOTOKOSOB;
HaBbIKaMu NCNONb30BaHUs n
aAMWHUCTPUPOBAHNST  COBPEMEHHBLIX  CPeacTB
3MNEKTPOHHOW nognucy; HaBblKamMK
CaMOCTOSITENbHON paboTbl C COBPEMEHHBLIMU
MeXayHapoaHbIMU cTangapTamu
KpunTorpadmyeckmx NpoOTOKOIIOB.

12. O6bemM gucuMNNnHbLI B 3a4eTHbIX eauHuuax/yac. — 3/ 108.

dopma NPoOMeXyTOYHOM aTTecTaLuum 3Kk3ameH

13. TpyaoemkocTb No Buaam y4yebHom paboTbl




TpyaoemMKoCTb
Bug yuebHow paboTbl Bcero Mo cemecTpam
10 Ne cemecTpa
AyanTOpHbIE 3aHATUS
nekunu 22 22
B TOM 4umChe: npakTnyeckme
nabopaTtopHble 22 22
CamocToaTtenbHas pabora 28 28
B TOM Yucne: Kkypcosas pabora (npoekT)
dopma NPoOMEXYTOYHOM aTTecTaumnm 36 36
(3k3ameH —  4ac.)
Wroro: 108 108

13.1. CopepxaHue AUCLUNIUHDI

Ne n/n

HanmeHoBaHue pasgena
ONCUMNNUHbBI

CopepxaHue pasgena guCuunIvHbl

Peanusauus
pasgena
ANCUUNNAUHBI C
NOMOLLLbHO
OHNawH-Kypca,
QYMK*

1. Nekuun

11

OCHOBHbIE NOHATUS
Kpuntorpacum

Mpenmet n 3agauun. Onpegenexve wudpa, NoHATNE
CTOMKOCTU, NpeanonoxeHnst 06 NMCXoaHbIX YCIOBUSIX
KpunToaHannsa, CAMMETPUYHbIE N aCUMMETPUYHbIE
KPUNTOCKUCTEMbI, X3L-PYHKLUN, KpunTorpadmnyeckme
npotokonbl.  Wctopus  kpuntorpadouun.  [MpuHumn
Kepkrogpdhca. lNMoHATHE abContoTHOW CTOMKOCTU WMnn
TEOPETUKO-UHPOPMALIMOHHON CTOMKOCTH.

1.2

CvMmeTpuYHbIe
KpMNTOCUCTEMBI

MoTokoBble wundpbl. OgHopa3oBbI 6rIOKHOT. NoHsATHe
ncesgocny4yanHoctTn. TpeboBaHWst K  MOTOKOBbLIM
wudpam: lMoctynatel Monomba, npodune NMHENHOW
cnoxHoctn. MeTtogpl nocTpoeHus 6onbLIMX NepUoaoB
B MOTOYHbIX wwudppax. Cratuctuyeckne TecCTbl.
lMpumeHeHNe K W3BECTHbIM reHepaTopaM. [loHATMe
ncesgocnyyanHoro reHepatopa (PRG) wn ero
Kpuntorpadguyeckaa  ctorkoctb.  CemaHTuM4yeckas
CTOMKOCTM  KpunTocucTembl. bBnokoBble  WKdpbI.
OnpepneneHne 6nokoBoro wudgpa. TpeboBaHus K
6nokoBbIM Wdpam. Pasnunune noHstun PRP n PRF.
Onpegenenne ctonkoctn. Cnocobbl  nNocTpoeHue
6rokoBbIX  WNEPOB: MOACTAHOBKW, NEPECTaHOBKY,
cetn  ®dewncrensa.  Anroputm DES. Pexumbl
ucnonb3oBaHns B6MnoyHbIX 4 WKdpoB (“anekTpoHHasd
KOOOBasi KHUra®, pexumbl C 3auenfieHneM, pexumbl
MCNOMb30BaHNs OMOYHbIX LWKMEPPOB ANSA MNONyvyeHUs
NOTOYHbIX Wwindpos). [eTepMnHnpoBaHHbie "
HeJEePMUHUPOBaAHHbIE  anropuTtMmbl  WINpoBaHUS.
BnusiHne cnydamHoctM Ha cTonkocTb. Cnaboctu
GNOYHbIX LINGPOB

1.3

OcHoBHble anropnTmsbl
OTKPbITbIM KJ1HO4OM.

Cxema RSA. Atakm Ha RSA. bBbasoBble 3agaun,
ponyuweHve [Oucdn u  XenmaHa. Bo3MoXHOCTb
peanusaumm CUCTEM Ha MyIbTUMIMKATUBHOM rpynne
TOYEK ANNUMNTMYECKUX KpmBbIX. Cxema wndpoBaHus
ElGamal. basoBble 3agauu, gonyweHue [Ouddu un
XenmaHa. Cxema wwudpoBaHua Mepkna-XenvaHa.
OnekTpoHHas  uyudpoBass  nognucb.  OCHOBHbIE
noHsTus, TpeboBanusa. OnpegeneHne 6€30NacHOCTU

1.4

YnpasneHue kno4amu

MonapHble kmoun. Vcnonb3oBaHne MacTep-Kroyen.
Cuctema Ouddu n XenmaHa. Yenosek nocepenuHe.
MpoTokonbl obmeHa kntodamu. C cepBepom, 6e3
cepBepa. M3BecTHble atakMm Ha NpOTOKONbI OOMeHa
kniovyamn.  K-HagexHble CXeMbl  pacnpefeneHus
kntoven. NpoTokonkl pasgeneHus cekpeta. [Noporoeas




Kpuntorpadgums.

15

[poTokonebl
aeHer u
ronocoBaHus.

LMdpoBbIX
3NEKTPOHHOTO

MpoTokonkl 3NEKTPOHHOTO rofocoBaHus.
Kpuntorpadmyeckan peanusauus. Crenas nognuce.
TpeboBaHus ©e30nacHoOCTML. 3alumieHHble
pacnpegeneHHble BbluMcneHus. [lokasaTenbcTtBa C
HyneBbIM pasrnalleHnem. anMepr cnctem

1.6

MpoTokonsbl
naeHTndurkaumm +
NIMYHOCTHas Kpuntorpadus.

Cxema ngeHTtudmkauymm Schnorr — Shamir. Cxema
naeHTndmkaumm Feige - Fiat —  Shamir.
UHdpacTpykTypa OTKPbITbIX Knoyen "
anbTepHaTUBHbIE noaxonbl (ID-based
pacnpegeneHHble CUCTEMBI).

2. MpakTuyeckne 3aHATUA

2.1

2.2

3. llabopaTopHble 3aHATUA

3.1

OCHOBHbIE MOHATUS
Kpuntorpadcpum

Mpeamet n 3agaun. Onpegenexve wudpa, NoHATUE
CTOMKOCTU, NpeanonoxeHnst o6 NcxogHbIX YCHOBUSIX
KpMnToaHannsa, CAMMETPUYHbIE N aCUMMETPUYHbIE
KPUNTOCKUCTEMbI, X3LW-PYHKLUN, KpunTorpadmnyeckme
npotokonbl.  Wctopusa  kpuntorpadouun.  [NpuHumn
Kepkrogpdhca. lMoHATME abContoTHOW CTOMKOCTU WNn
TEOPETUKO-UHPOPMALIMOHHON CTOMKOCTH.

3.2

CvMmeTpuYHbIe
KpMNTOCUCTEMBI

MoTokoBble wudpbl. OgHopa3oBbI 6rIOKHOT. NoHsATHe
ncesgocrnyyanHoctTn. TpeboBaHWst K  MOTOKOBbLIM
wudpam: lMoctynatel Monomba, npodune NMHENHOM
cnoxHoctn. MeTtogpl nocTpoeHus 6onbLIMX NepPUOAOB
B MOTOYHbIX wwudppax. Cratuctuyeckne TecCTbl.
MNpymeHeHne K u3BEeCTHbIM reHepatopaM. [loHATue
ncesgocnyyamHoro  reHepatopa (PRG) wu  ero
KpunTtorpacuyeckasa  ctomkoctb.  CemaHTuyeckas
CTOMKOCTM  KpunTocucTembl. bBnokoBble  WMdpbI.
OnpepgeneHne 6nokoBoro wudgpa. TpeboBaHus K
6rokoBbiM Wwndpam. Pasnnyune nonatun PRP n PRF.
Onpegenenne crtonkoctn. Cnocobbl  nNocTpoeHue
6rokoBbIX  WNEPOB: MOACTAHOBKW, NEPECTaHOBKN,
cetn  ®encrensa.  Anroputm DES. Pexumbl
ncnonb3oBaHns B6noyHbIX 4 WKdpoB (“anekTpoHHasd
KOOOBasi KHUra®, pexumbl C 3auenfieHneMm, pexumbl
MCMONb30BaHMA ONOYHbIX LWKUGPOB ONA NOMydYeHUs
NOTOYHbIX Wwindpos). [eTepMnHnpoBaHHbie "
He4epMVHUPOBaHHbIE  anropuTMbl  LUNPOBAHUS.
BnusiHne cnydamHoctM Ha cTonkocTb. Cnaboctu
GNOYHbIX LUMPOB

3.3

OcHoBHble anropuntTmsbl
OTKPbITbIM KJ1HO4OM.

Cxema RSA. Atakm Ha RSA. bBbasoBble 3agaun,
ponyuweHve [Oudcdn u  XenmaHa. Bo3MoxXHOCTb
peanusaumm CUCTEM Ha MyIbTUMMMKATUBHOM rpynne
TOYEK ANNUNTMYECKUX KpuBbiX. Cxema wndpoBaHus
ElGamal. basosble 3agauun, gonyweHue [Oudpdu u
XenmaHa. Cxema wwudpoBaHua Mepkna-XenmaHa.
OnekTpoHHas  uyudpoBass  nognucb.  OCHOBHbIE
noHsTus, Tpebosanusa. OnpegeneHne 6€30NacHOCTU

3.4

yn paBiieHne Kro4amum

MonapHble kntoun. Mcnonb3oBaHMe MacTep-KIoYen.
Cuctema Ouddu n XenmaHa. YenoBek nocepenuHe.
MpoTokonbl obmeHa kntodamu. C cepBepom, 6e3
cepBepa. M3BecTHble atakMm Ha MNpPOTOKOMbI OOMeHa
kniovyamn.  K-HagexHble CXeMbl pacnpefeneHus
kntoyven. MNpoTokonkl pasgeneHus cekpeta. [Noporoeas
KpunTtorpadusi.

3.5

[MpoTokone.l
JeHer u
ronocoBaHus.

LM poBbIX
3NEKTPOHHOrO

MpoTokonbl 3IEKTPOHHOIo royIOCOBaHUS.
Kpuntorpadmueckan peanusauus. Crenas nognuce.
TpeboBaHus ©e30nacHoOCTMW. 3alWuLleHHble
pacnpegerneHHble BblUUCIIEHUA. [loka3aTenbcTBa C
HyneBbIM pasrnaweHnem. Nprmepsl cMcTem




3.6 MpoTokonsbl Cxema ngeHTudmkaumm Schnorr — Shamir. Cxema

noeHTndmrkaumumn + | ngeHtTndukaumm Feige - Fiat -  Shamir.
nnyHocTHaga kpuntorpadus. | UHdpacTtpykTypa OTKPbITbIX Knoven "
anbTepHaTUBHbIE noaxonbl (ID-based

pacnpegerneHHble CUCTEMBI).

13.2. Tembl (pasaenbl) QUCUUNIIMHBI U BUAbI 3aHATUN

Bugpl 3aHATUIM (KONWMYECTBO YacoB)
Ne HavmeHoBaHue Tembl
CamocTtosATenbHas
n/n | (pasgena) gucuunnuHel | Jlekumm MpakTnyeckme | JlabopaTopHbie pa6oTa Bcero
1 OcCHOBHbIe NOHATUS 2 5 4 8
KpunTorpadum
5 CymmMeTpUYHbIE 4 4 4 12
KPUNTOCUCTEMBI
OCHOBHbIE anropuTMbI 12
OTKPbITbIM KIOYOM.
4 | YnpaBneHue Kroyamm 4 4 4 12
MpoTokonebl UM poBbIX
5 | meHer u 3MeKTPOHHOro 4 4 6 14
roflocoBaHus.
MpoTokonsi
6 naeHTurkauum + 4 4 6 14
NMYHOCTHas
Kpuntorpadus.
Utoro: 22 22 28 72

14. MeToanyeckue ykKasaHusa pOna oby4vyarwwmxcss MO OCBOEHUIO AUCUUNIIUHbLI:
(pekomeHOayuu obydYarouuMcsl Mo 0CBOEHUK QUCUUMIUHBI: yKa3aHue Haubosiee CroXHbIx pasdesios, paboma ¢
KOHcriekmamu fiekyud, npeseHmauuoHHbIM MamepuasnoM, pekoMeHOayuu o 8bINMoIHeHUO Kypcogol pabomel, 1o
opaaHu3ayuu camocmosimernbHol pabomal 1o ducyuruHe u 0p.)

B npouecce npenogaBaHMa ANCUUNIIMHBI UCMOMb3YIOTCA TakMe Buabl y4ebHon paboTbl,
Kak nekuwmn, nabopaTopHble 3aHATUS, a Takke pasfnuyHble BUAbl CaMOCTOATENbHOM paboThbl
obyvawowmxcsa. Ha nekumax wusnaraetcsa TeopeTUYeckun martepuan, Ha nabopaTtopHbIX
3aHATUAX peLLalTCa 3a4aymn No TEOPETUYECKOMY MaTepuany, NPOYMTaHHOMY Ha NEeKUUsX.

Mpwn n3yyeHumn kypca obyyarowmmcs cnegyeT BHAMATENBHO CnyLlaTh U KOHCNEKTUPOBATb
mMaTepuarn, msanaraembli Ha ayaUTOPHbIX 3aHATMAX. [ns ero noHMMaHWs U KadeCTBEHHOrO
YCBOEHUSI peKoMeHAyeTCA crieaytollas nocnegoBaTensHOCTb 4ENCTBUN.

1. Tllocne kaxgow nekuuMuM CTydeHTaM pekoMmeHgyeTcs noapobHo pasobpaTtb
NPOYNTAHHbIN TEOPETUYECKNI MaTepman, BblyuynTb Bce noHATUA n FOCTeol. Nepen cneaytowen
nekummn obszatenbHO NOBTOPUTL MaTepuan npeablayLien nekumm.

2. Nepen nabopaTopHbIM 3aHATMEM 06a3aTENBHO NOBTOPUTL NTIEKLMOHHBLIA MaTepuarn.

3. Mpu nogrotoBke K nabopaTOpHbIM 3aHATUAM MOBTOPUTH OCHOBHbIE MOHATMSA MO
TemaMm. BbinonHaga paboTy, npeaBapuUTenibHO NOHATb, KAKOW TEOPETUYECKU MaTepuan HyXHO
ncnonb3oBaTtb. HameTnTb NnaH peleHnsi, nonpoboBaTb Ha €ro OCHOBE pPeLunTb 3afauun.

3. BoibpaTtb Bpema ans paboTbl ¢ nuTepaTypor No gucumunnmHe B bnbnumoreke.

OcBoeHve aucuunnuHbl  npegnoriaraeT He TONbKo obs3aTernbHOe noceleHue
obyyvalLWnMecs aygMTOPHbIX 3aHATUN (NEKUUn 1 NabopaTopHbIX 3aHATUA) N aKTUBHYKO paboTy
Ha HUX, HO U CaMOCTOATESbHYIO Y4eOHYI0 AeATENbHOCTL B CEMeCTpax, Ha KOTOpPY OTBOAUTCS
48 vaca.

CamocTosTenbHas ydebHass OeATenbHOCTb CTYAEeHTOB MO  AucumnivHe «AHanus
3aLULWEHHOCTN  MHGOPMAUMOHHBLIX CUCTEM» MpeanonaraeT Wu3syvyeHue peKkoMeHOyeMom
npenogaesaTtenem nuTepaTypbl MO BOMNPOCaM JIEKUMOHHbIX U nabopaTopHbIX 3aHATUN,
CaMOCTOATENBHOE OCBOEHUE NOHATUIHOIO annaparta U NOAroTOBKY K TEKYLUUM aTTecTaumsiM.

Bonpocbl NEeKUMOHHbIX M NabopaTopHbIX 3aHATMI 0BCYXOalTCAa Ha 3aHATUSX B BUAeE
YCTHOrO onpoca — WHAMBMAYyanbHOro M poHTanbHOro. MNpu nogrotoBke K NEKUMOHHBIM U
nabopaTopHbIM 3aHATUSIM, O0y4YalLWMMCH BaXXHO MOMHUTb, YTO MX 3agada, OTBevass Ha
OCHOBHblE BOMPOCHI MNflaHa 3aHATMA U OOMNOMHUTENbHbLIE BOMPOCHI NpenogasaTtens, nokasaTb




CBOM 3HaHUSA W KPYrosop, YMeHue Nnormyecku nocTpouTb OTBET, BnageHue mMatemaTuyeckum
annapaTtoM U MHble KOMMYHUKaTUBHbIE HaBblkW, YMEHUe OoTCcTamBaTb CBOK NPOdECCUOHANbHYIO
nosuumio. B xoge yCTHOro ornpoca BbISBNAKOTCA AeTanun, KOTopble MO KakUM-TO MpuyYMHam
oKasanucb HeAOCTaTOYHO OCMbICNIEHHBIMWU CTyAeHTaMu B Xo4e YY4ebHbIX 3aHATUN. TeM cambiM
ONpPOC BLINOSHAET BaXHeWLwme oby4valoLlyto, pPasBMBAIOLLY0 U KOPPEKTUPYIOLWYIO (OYHKLMK,
Nno3BONSEeT CTyAeHTaM y4eCTb HeaopaboTkm 1 n3bexaTtb UX Npy NOArOTOBKE K NPOMEXYTOYHbIM
aTTecTauusam.

Bce BbInonHsemble cTygeHTaMuM CaMOCTOATENbHO 3a4aHna (BbINONIHEHNE KOHTPOSIbHOM
paboTbl U nabopaTopHbiX 3af4aHuK) nognexart nocrneayloLlen NpPoBepke npenogaBaTenem.
PesynbTtatbl Tekywmx atTecTauun YyyuTbIBalOTCA npernogasaTeneM npuv  nNpoBefeHun
npomMexyToyHoun attectauum (10 cemecTp — 9K3aMeH).

15. lNepeyeHb OCHOBHOM W [OOMOJIHUTENILHOW NUTEpaTypbl, PECYPCOB WHTEpPHeT,

HeobXoaUMbIX AN OCBOEHUSA AUCUMUNIINHbBI (criucok fiumepamypbl 0GhOpMASEMcs 8 COOMEemcmeaul
¢ mpebosaHusamu OCT u ucrionib3yemcsi obujasi ckeo3Has Hymepauusi 01151 cex sudo8 UCMOYHUKO8)

a) OCHOBHas nuTeparypa:

Ne n/n McTOYHUK

AedouwuH, C. M. [JuckpemHasi Mamemamuka. ModynsipHas aneebpa, kpunmozapagusi,
KoOuposaHue [BrnekmpoHHbIl pecypc] / AsdowuH C. M., HabebuH A. A. — Mockea : [IMK
lpecc, 2017 .— 352 ¢. — KHuea u3 konnekyuu MK lNpecc - MHgpopmamuka .— ISBN 978-5-
97060-408-3 .— <URL:https://e.lanbook.com/book/93575>.

6) gononHuTenbHasa nuTeparypa:

Ne n/n McTOYHUK

Nwykosa, E. A. Kpunmoepaghuyeckue npomokosibl u cmaHdapmei ; y4ebHoe nocobue / E.A.
Uwykosa, E.A. Jloboea ; MuHucmepcmeo obpasoeaHusi u Hayku P® ; KOxHbil ¢hedeparibHbIl

1 yHuUsepcumem ; VIHeHepHO-mexHosoaudeckas akademusi .— TazaHpoe : Mis0amesnibcmeo FOxHo20
gedeparnbHoeo yHusepcumema, 2016 .— 80 c. : un. — bubnuoep. e kH .— http://biblioclub.ru/ .—
ISBN 978-5-9275-2066-4 .— <URL:http://biblioclub.ru/index.php?page=book&id=493059>

B) MH(pOPMALIMOHHbIE SNEKTPOHHO-06pa3oBaTenbHble pecypchl (ouunaneHble pecypcbl MHTEPHET)™:
Ne n/n Pecypc
OneKTPOHHbIN KaTanor HayyHorn 6ubnmnoTtekm BopoHeXcKoro rocyaapCTBeHHOro yHMBepcuteTa. —

L (http /1 www lib.vsu.ru)
2 OBC «YHuBepcutetckas 6ubnmoTeka oHNamH»
3 http://www.math.vsu.ru — oduumnansHbIM canT MaTemaTudeckoro dakyneteta BI'Y

16. MNepeyeHb y4yeOHO-MeTOAUYECKOro obecnevyeHUss ANsl CaMOCTOSATENIbHOW paboTbl
(y4ebHo-memoduyeckue pekomeHOauuu, rocobus, 3adayHUKU, MemoOUYEeCKUe yKa3aHUs 0 8bINOIHEHUO
rpakmu4eckux (KOHMpPOoribHbIX), Kypcosbix pabom u dp.)

Ne n/n MNcToYHMK

AHmoHoe B.O. Teopemuko-4yucrnosbie Memo0dbl 8 Kpurimoapaguu : ripakmukym / ; asm.-cocm. @.
b6.Tebyesa ; asm.-cocm. B. O. AHmoHos ; MuHucmepcmeo obpa3osaHusi u Hayku P® ; ®edeparnbHoe
2ocydapcmeeHHOe a8MmOHOMHOEe 0b6pa3osamesibHOE yYpexOeHuUe 8biclueao obpa3osaHust
«Cesepo-Kaskasckuli pedeparibHbil yHUgsepcumem» .— Cmaspornosnb | CK®Y, 2017 .— 107 ¢. :

un. — bubnuoep. B kH.— http://biblioclub.ru/ .—
<URL:http://biblioclub.ru/index.php?page=book&id=483838>

17. OOpasoBaTesfibHble TEXHONIOMMU, UCNOfMb3yeMble MNpu peanusauumm y4ebGHOMU
AUCLUUNSINHBLI, BKIOYas AUCTaHUMOHHble obpa3oBaTtenbHble TexHonoruu (OOT,
3aneKkTpoHHoe oby4yeHue (J0), cmewaHHOe oGy4YeHue):

OcyuwiecTBnsieTcst UHTEPAKTUBHAA CBA3b C NpenogaBaTerieM Yepes CeETb MHTEPHET, NPOBOAATCSA
WHOMBMAYaANbHbIE OHMAWH KOHCYnbTauun. JlabopaTopHble 3aHATUSA BeAyTCs C NpuBNeYeHnem
MYIbTUMEANNHBLIX TEXHOMOMNMN.

Microsoft Windows 10, Foxit Reader, 7-Zip, Mozilla Firefox



http://biblioclub.ru/

18. MaTepnanbHO-TeEXHUYECKOE obecneyeHme QUCLUNIINHDI:

Jl5ig mpoBeieHUs JIEKIIMOHHBIX U Ja00paTOPHBIX 3aHATHH MCHOIb3YIOTCS ayJTUTOPUU U KOMITbIOTEPHBIE
nabopaTopud, COOTBETCTBYIOLIME JENCTBYIOIUM CaHUTAPHO-TEXHUYECKUM HOpMaM u
MIPOTUBOMNOKAPHBIM MpPaBUIIAM.

Jlist caMOCTOSATENBHOM paboOThl MCHONB3YIOTCSA KIACChl C KOMIBIOTEPHON TEXHUKOHM, OCHAIICHHBIE
HEOO0XOAUMBIM ITPOrPaMMHBIM 00€CIIe4€HUEM, FIEKTPOHHBIMU y4EOHBIMU ITOCOOUSAMU U 3aKOHOAATEIBHO
- IPaBOBOM M HOPMATUBHON TOMCKOBOM CHCTEMOM, UMEIOIIUN BBIXO] B TII00ATBHYIO CETh.

19. OueHo4HbIe cpeacTBa ANs NPOoBeAEeHUA TeKyLen U NPOMEXYTOYHOM aTTecTalum

Mopsiaok OUeHKM ocBoeHusi obyvarwmmncs ydeGHOro MaTepuana onpepensieTcs
CoAepXXaHNeM crieQyroLmMx pasaenos ANCLUNINHGIL

HanmeHoBaHve WHamnkaTtop(bl)
Ne KomneTeH
pasgena QUCUUMIvHbI BOCTMKEHNSA OueHouyHble cpeacTBa
n/n unsi(vn)
(mogyns) KoMneTeHumn
1. OCHOBHbIE NOHATYS MnK-2 MK-2.1 KoHTponbHast pabota Ne 1
KpunTorpadcum
2. CrmmeTpuHble MNK-2 MnK-2.1 KoHTponbHas paborta Ne 1
KPUNTOCUCTEMBI
OCHOBHbIE anropuTmbI IK-2 IIK-2.1 KoHTponbHas pabota Ne 1
OTKPbITbIM KIOYOM.
YnpasneHue Knovamm IK-2 IK-2.1 KoHTponbHas pabota Ne 2
MpoTokonbl  LMdPOBbLIX
5. | OeHer un 9neKTPOHHOro [K-2 IK-2.1 KoHTponbHas pabota Ne 2
rofI0COBaHWsI.
MpoTokonbi
6. MABHTUEMKALIM * TIK-2 [IK-2.1 KoHTponbHasa pabota Ne 2
NNYHOCTHasA
Kpuntorpadus.
[NpomexyToyHada aTTectaums Bonpocs! K OkaameHy
dopma KOHTpons — OK3aMeH

20. TunoBble OLEHOYHbIE CpeACcTBa U MeToAMYeCKUe maTepuanbl, onpegensolme
npoueaypbl oLueHUBaHUSA

20.1. TeKyLWw M KOHTPOSb yCNeBaeMocCTun
Kontponsnas padora Ne 1

3agaya 1. OuLEHNTh TEOPETHUECKH KOJMYECTBO 3aIIM(pPOBAHHOTO TEKCTa (B CHMBOJAX) JUI YCHEUIHOTO YacTOTHOTO
KPHIITOAHAIN3A ¥ MOATBEPIUTH PE3yIbTaThl SKCIEPHUMEHTAIBHO, €CIIM U3BECTHO, YTO OTKPBITHII TEKCT — 3TO OCMBICIICHHBIN
TEKCT Ha PYCCKOM SsI3bIKE U OBLIa HCIOB30BaHa clieaytomas cuctema mudposanus: 1) ludp Lesaps; 2) Adduanasri mmdp;
3) llIndpp Bwxkunepa ¢ W3BEeCTHOH UIMHONM Kiroya (IOKa3aTh 3aBUCHMOCTb OT JUIMHBI kitoua); 4) Iludp Bwmxkunepa c
HEHM3BECTHOM JAJIMHOMU KIt0Ya (110Ka3aTh 3aBUCUMOCTh OT JIJIMHBI KJII0Ya).

3anmayda 2. [IpoCThIM MEpecTaHOBOYHBIM MIH(POM 3aIIu(ppPOBaH HEKHH TEKCT, IPH 3TOM HU3BECTHO, YTO B KA4ECTBE OTKPBHITOTO
TEKCTa WCIIOJIb30BAaH MaJMHIPOM, B KOTOPOM Bce MpoOenbl M 3HAKM NpENUHAHUS ONyIleHBl. B pesymprare mmdpoBaHus
nonyden crneaytomuii Tekct: MTUCCIIANJIITHAOJIMYWIIOIIUTY Heobxomumo: 1) Pacmmdposats Texct, 2) OneHnTS,
HAaCKOJIbKO MOXKHO YMEHBIIUTH CJIOXKHOCTh Iiepebopa, HCronb3ys HHpopManuio o0 ucxomHoM coobmennu; 3) Ilpn
MIPOTrpaMMHON peajn3alii MUHUMH3UPOBATh KOJMYECTBO BO3BPAIIAEMbIX BapHaHTOB oTBera. 4) [lo3BossieT Jin ycremHbli
KPHIITOAHAJIN3 IaHHOTO COOOIIEHNS PACKPBITh KIIF0Y MHU(pOoBaHUs?

3anaya 3. lludpom npocToit 3ameHs! 3amM(ppoBaHO HEKOTOPOE CTHUXOTBOPEHHUE, NIPH 3TOM COXpPAHEHBI BCE MPOOEbl U 3HAKH
NIPENHUHAaHNs, OAWHAKOBBIE CHMBOJIBI 3aMEHEHbI OJMHAKOBBIMH, a Pa3jMYHbIE - Pa3IHYHBIMH. B pesynbrate mmdpoBaHus
MOJYYWIICS CIEAYIOIMHA TeKCT: D pCAx BIbCr, (pbbia csabl THOPT cpaar HOpe Hpypcay yump HIpb, Mpbbii Hpycub
PHMACSIYIRAYL HypapT, 6 HypapT ostomksyn spopsis. 1) PacmmdposaTs Teket, 2) [To3BomseT a1 ycnenHslil KPUITOAHAIN3
JTAHHOTO COOOIIEHHS PACKPBITH KIII0Y MUPPOBAHUSA?

Kontponsnas pabora Ne 2

3amaua. Paccmotpum MAC Kaptepa-Bermana (Carter--Wegman MAC) ICW =(SCW,VCW), KOTOpBIif CTPOUTCSI HA OCHOBE
croiikoro ogaopazoBoro MAC I=(S,V) u croiikoit PRF ¢ynkmmu F(k,m). IIpoBepounoe 3HaueHme tag dopmMupyercs mo



mpasuiy: tag = SCW((kl, k2 ), m) = (r, F(kl, r) S(k2, m)), r R « {0,1} n IToctponts pyHKIIHIO BepuUKAIIIHN IS TPOBEPKU
coobmenuss VCW(m,tag).

20.2. NMpomexyTo4Hasa aTtrecTtayms

MpomexyToyHas artTecTauMsi NO AUCUUNMMHE OCYLLEeCTBMSeTCHS C MOMOLLbIO  CreaytLmx

OLEHOYHBIX CpeacTB:

©CoNoOR~WNE

19.
20.
21.
22.
23.
24.
25.
26.
217.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.

20.3

Bonpochkl kK Qk3ameHy

MpeameTt n 3agaun. Onpepenenne Lwmdpa, NOHATNE CTOWKOCTH.

MpeanonoxeHns 06 UCXOAHLIX YCNOBUSIX KpUNTOaHanMsa.

C/YMMETpUYHbIE U aCMMMETPUYHbBIE KPUMTOCUCTEMBI, X3ALL-PYHKLUMK, KpUnTorpaduyeckme NpOTOKONbI.
WcTopusa kpuntorpadun. Kpyntorpadusa opeBHOCTH, YaCTOTHbIN KpUTOaHanms.

KpunTtorpadusi HOBOro BpeMeHu.

Kpuntorpadums XX seka. NMpuHumn Kepkroddca.

MoHsTMe abCconTHOM CTONKOCTU MU TEOPETUKO-MHDOPMaLMOHHON cToMKoCcTU. OfHOpPa3oBbIn 6MOKHOT.
MoHATMe nceBpocny4anHoOCTH.

MoTouHble Wndpbl. CUHXPOHHBLIE Y CAMOCUHXPOHU3MPYOLWMECS LWNAPLI.

. TpeboBaHus k NOTOYHbLIM WKdpam: MNMocTtynaTel Fonomba, Npodnib IMHERHON CIOXHOCTMU.

. MeToabl nocTpoeHus 6onbLUMX NEPUOAOB B MOTOYHbIX LWIMdpax. PerncTpbl caBUroB ¢ NMHENHOMOBPaTHON CBA3bIO.

. Cratuctunyeckue TecThbl.

. CemaHTunuyeckas ctonkocTb. CPA mogenb ataku.

. TpeboBaHus k 6royHbiM wndppam. PRP n PRF.

. Cnocobbl NnocTpoeHne GroYHbIX WNMGPOB: NOACTAaHOBKU, MEPECTAHOBKM, ceTun dhencTens.

. Mpumepsbl cummeTpuyHbIx Wngpos: DES, AES. 10

. MNoaxodbl K KpUNToaHanNM3y: NMHeNHbIN, AnddepeHUmanbHbIA, «BCTpeya nocepeanHe».

. Pexumbl ncnonb3oBaHusa 6noYHbIX LWIMAPOB (“ONEKTPOHHAsA KOAOBas KHUra”, peXumbl C 3auenfieHueM, pexvMmbl Uc-

nonb30oBaHNsa 6MOYHBIX LWMAPOB ANS MNONYYEeHNS NOTOYHBIX WNEPOB).

[eTepMMHUPOBaHHbIE U HEAEPMUHNPOBAHHBIE anropUTMbl LUIMGPOBAHUSI.

BnusiHne cnyvanHocTn Ha cTonkocTb. CrnabocTn 6noYHbIX LWNdpPOoB.

KoHTponb uenoctHoctn. MAC. OnpegeneHue, mogens 6e3onacHocTtu. MNMoctpoeHne Ha 6ase BnokoBbIx WNKPOB.
HMAC. Xaw-cyHkunn. TpeboBaHus K XaL-yHKLUSM.

AyTeHTudmnumnpoBaHHoe WwndposaHmue.

CCA wmogenb ataku. [pumepbl akTUBHbIX aTak.

MoHsITME anropuTMa C OTKPbITLIM KITHOHOM.

Cxema RSA. Ataku Ha RSA.

Cxema wudpposanusa ElIGamal. Ba3osble 3agaun, gonywenve Ouddun n Xenmvawxa.

YnpaeneHue knovamu. 'pynnosblie kntoun. NonapHeie knoun. cnonb3oBaHue MacTep KIoyen.
MpoTtokonkl o6meHa kntovamu. C cepeepom, 6e3 cepsepa.

M3BecTHblE aTaku Ha NPOTOKONbI OOMEHa KrroYamu.

K-HazexHble cxeMbl pacrnpeneneHns Knoyen.

MpoTokonbl pa3aenexHus cekpeTa.

Moporoeas kpuntorpadums.

MpoToKOnbl LNPOBLIX AEHET U AMEKTPOHHOIO rOSIOCOBaHUSA.

Cnenasi nognuce.

Cxema ngeHtudmkauyum Schnorr — Shamir.

Cxema ngeHtndmkaumm Feige — Fiat — Shamir.

WHppacTpyKkTypa OTKpbITbIX KNOYEW 1 anbTepHaTuBHble noaxoabl(ID-based pacnpeneneHHsle cuctemsl).
lMoHsiTMEe aHOHUMMHOCTU nonb3oBaTtenei. NocTtaHoBkM 3agayqn. PIR (MpoTokonbl KOHMWAEHUMANBHOIO NOMYYEHUS WH-
dopmauun).

®oHA OLEHOYHbIX CpeacTB COPMUPOBAHHOCTU KOMMETEHUUNM CTYAEeHTOB,

peKOMer‘yeMbIVI Ana npoBegeHnsa AUMarHOCTN4YeCKux pa60T

1. KOHTpOJ'II) HEJIOCTHOCTH NEPEAABACMBIX IO CETAM JAHHBIX OCYIICCTBIISICTCA NOCPEACTBOM ...

31eKTPOHHOI nudpoBoii noanNCcH
ayTeHTH(HKAIIMN TaHHBIX

ayauTa coOBITHI

ME)XCETEBOTO 3KpPAaHUPOBAHUS

2. ITpeoOpa3oBaTenbHBIN MPOIIECC, B X01€ KOTOPOTO MCXOIHBIH TEKCT, KOTOPBIA HOCUT TaKKe Ha3BaHUE OTKPHITOTO TEKCTA,
3aMEHSIETCSI N3MEHEHHBIM TEKCTOM, Ha3bIBACTCS



mudpoBanmne
neudpoBaHue
npeoOpa3oBaHue
UCKa)XCHUE
KOJIUPOBaHME
XELINPOBaHUE

3. IIpomecc, B X0A€ KOTOPOTO MIH(PPOBAHHBIN TEKCT peoOpa3yeTcs B MCXOTHBIH, HA3bIBACTCH ...

mmdpoBaHme
AemiMppoBaHue
npeoOpa3oBaHue
UCKa)XCHUE

4. Nudopmanys, HeoOXoaumMast Juisi OecrpensTCTBEHHOTO IU(POBaHHs U AeMH(POBAHUS TEKCTOB, HA3bIBACTCS ...

KJII0Y
mmp
KOJl
apoJb

5. XapakrepucTHKa mudpa, Onpeesronas ero CTOMKOCTh K mH(poBaHnio 0e3 3HAHUS KIF0Ya, Ha3bIBAETCS ...

KPHITOCTOMKOCTHIO
HapoJb
ayaeHTH(UKATOp

mmdpaTop

6. AcumMmerpuyHoe mrppoBaHue s H(POBAHUS U PACIIN(PPOBKU HCIIONB3YET ...

OJMH OTKPBITBIH KJIK0Y M OJUH 3aKPbIThIH KJII0Y
OJIMH OTKPBITHIA KITFOU

OJIMH 3aKPBITHIA KITFOT

OJIMH U TOT K€ KIII0Y

JTBA OTKPBITHIX KITFOYa

JBa 3aKpI)ITI)IX KJIF0O4a

7. AcumMmeTpruHOe mKppoBaHUe 1Sl LIU(DPOBAHUS UCIIONIB3YET ... KIIOY.

OTKPBITbII
3aKpPbITBIA

8. AcuMMeTpuyHOE MH(pPOBaHUE IS PACIIN(PPOBKH UCTIONB3YET ... KIIOU.

3aKpbITHIN
OTKPBITBIN

9. Ilpu cummeTpuaHOM MA(POBAHUH [T H(POBAHKS U PACIIN(POBKH UCTIONB3YIOTCS ...

JIBa KJIFO4a pa3HOM JIJTMHBI

JIBa pa3HbIX O 3HAYEHUIO KIJIFOYa

OJIMH U TOT 3Ke KJII0Y

JIBa OTKPBITBIX KIIFOYa

JIBa 3aKpBITBIX KJIOUYa

OJIMH OTKPBITHIN KJIFOY U OJIMH 3aKPBITHIN KIHOY

10. OTHOCHTENBEHO HEOOJIBIIIOE KOJMUECTBO JIOTIOMHUTEIHHOW ayTeHTU(GUIIMPYIOel HHPOpMAIHH, TIepeiaBaeMoil BMecTe ¢
ITOIITHUCHIBAEMBIM TEKCTOM, HA3bIBAETCS ...

3aKPBITHIA KITF0Y MIH(POBAHUSL
3JIeKTPOHHAas HudpoBas NoaANMuChH



BHpPYCHAas MacKa
OTKPBITHIN KITIOY IH(PPOBAHUA

11. Kpunrocucrema BKIIIOYAET ...

AJITOPUTM N (POBAHUS

Ha0op KJII0Yeil, HCTOJIb3YyeMBbIX Uil IIN(POBAHMS
CHCTeMY yNpaBJeHHS KII0YaMH

agTuBUpycHOe 10

MEXCETEBOU IKpaH

12. Mexanm3m 6630HaCHOCTI/I, KOTOpLIi/JI SABJIIETCS CUIIBHBIM IICUXOJIOTHIECKUM CPEACTBOM, HAITOMHUHAIOIIUM ITOTCHIINAJIbHBIM
HapymuTeIsIM O HEOTBPATUMOCTH HaKa3aHUs 3a HCCAaHKITMOHNPOBAHHBIC HeﬁCTBHﬂ, a IMOJIb30BATCIIsIM — 3a BO3MOJKHBIC
KPUTHUYCCKUC OIIINOKH s T e

perucrpanus u ayauT
ayTeHTH(UKAIUS
UICHTH(UKAIIHS

VPN

MEKCETEeBOH dKpaH
13. 3ama4uu KPUNITOCUCTEMBIL: ...

o0ecnieyeHue KOHQUICHIUATBHOCTH
obecrieyeHune LEeJOCTHOCTH JAHHBIX
ayTeHTHU(HUKALUs JAHHBIX H X HCTOYHHKOB
MEXCETeBOE SKpaHUPOBaHNUE
3alyTa OT BUPYCOB
14. ®yHKUMY yIpaBICHUS KPUNITOTPAPUISCKUMH KITIOYaMHU: ...

resepanus
XpaHeHHe
pacnpeseienue
U3Yy4CHHUE
YHUUYTOKCHHUE

Kputepum n wkanbl oueHnBaHuA 3agaHm ®0OC:

1) 3agaHug 3akpbITOro Tuna (BbIoop 0gHOro BapraHta oTBeTa, BepHO/HEBEPHO):

e 1 6ann — ykasaH BEpHbI OTBET;
o 0 6annoB — ykasaH HEBEPHbI OTBET.

3apaHua paspgena 20.3 peKOMeHAYWTCA K MCNOMb30BaHMIO NpU MNpoBeAeHun
ANarHoCTUYECKUX PaboT C Lenblo OLEHKM OCTaTOYHbIX pe3yfibTaTOB OCBOEHUS JAaHHOW
AVUCLUMUNIIUHBI (3HAHUW, YMEHUW, HABbLIKOB).



